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Cloud storage gateway specialist CTERA has unveiled the latest update to its core product, claiming
the new 5.0 release is the most significant in its short, seven-year history. CTERA says the 5.0
release adds hundreds of individual new features and functions, as well as some new interfaces
designed to make navigation easier. The release also adds capabilities in the areas of security,
collaboration and mobile access, constituting what the company says is a 'complete enterprise data
platform.'

The 451 Take

Any platform that aims to act as an intermediary of some kind will have to compete on two
levels: first, as a platform itself, the architecture must be solid and differentiated. But in order
to maximize technical account management (TAM), the platform must also work with the
broadest set of customer environments – this is made more complicated in CTERA's case
because as a 'data services' platform, it has many touch points with an organization's existing
infrastructure. Hence, the focus on the latest release is to continue pushing CTERA into as
many of these as possible. It's a strategy that seems to be serving the company well.
Although this is a bit of an arms race, the company is emerging as a player with
differentiation – and real customer traction – to become the stand-out specialist in a market
that has struggled to live up to its initial billing.

Context
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We've been following CTERA since inception, most recently last fall as the Israel-based company
announced $25m in series C funding, bringing its total raised to $45m. Since then, the company
has been busy working on its CTERA 5.0 release, which it says is the largest in its history. To recap,
CTERA's offers cloud storage gateways that includes built-in backup software and
file-sync-and-share software that syncs data to and from a variety of cloud environments; it's idea
is to provide a platform for data access wherever users/employees might need that data, be that in
the cloud, on-premises or both. Providing the right level of control to meet enterprise compliance,
governance and general security priorities is key to CTERA's philosophy.

The company sells to both telcos/service providers and large enterprises; it has secured several
dozen large deals spanning both of these sectors to date, while some telcos sell large numbers of
CTERA cloud gateway devices to their own customers, providing the company with many thousands
of end users. Customers on the enterprise side include large insurance and other financial
organizations, as well as pharmaceutical companies. The company says it made significant
progress in 2014, winning enterprise deals with customers such as fashion brand Céline, Live
Nation Entertainment and Unisys.

Products

Although the 5.0 release introduces several hundred individual features, CTERA says the release is
built on three core design tenets: that data should follow users, that governance should follow data,
and that an elegant user experience is key. The new features broadly fall into two categories. The
first category is on the end-user experience side. File sync and share has been a big use case for
CTERA since it launched this capability a couple of years ago. It has doubled down on this with the
5.0 release in a bid to make the file-access process cleaner, easier and more intuitive for users.
New in the latest release is a schema for file management and collaboration, as well as a new GUI,
stronger integration (e.g., support for Active Directory permission) with the CTERA Cloud Storage
Gateway, and a number of agent enhancements for both Windows and OSX devices, plus a new
Outlook plug-in. There's also new support for Windows Mobile devices, adding to existing Apple,
Android and BlackBerry support, and secure WebDAV mapped drive support for virtual desktops.

The second category of updates in Version 5.0 concerns new and enhanced administrative features,
including support for a number of third-party security ISVs in antivirus and malware detection
(McAfee and Symantec's Norton), enterprise mobility management integration (VMware AirWatch,
MobileIron, Citrix XenMobile, Good Technology), support for data-loss prevention (Symantec),
stronger sharing policies and Oracle SSO support). Additionally, a big part of CTERA's appeal lies in
its support for third-party cloud and object storage platforms. Although Amazon's S3 continues to
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be the dominant platform for its customers, the company says it sees growing interest in a range of
third-party clouds and object stores. New in CTERA 5.0 is support for Microsoft's Azure and IBM's
SoftLayer clouds, plus object support for HGST/Amplidata, HP Helion Content Depot (via OpenStack
Swift) and NetApp (both Data ONTAP and StorageGrid). There's also enhanced support for the
CTERA Portal Database itself (which keeps track of data and management policies), including
improved recovery (point-in-time recovery and built-in replication), and improved support for
upgrades and capacity increases.

The upshot of the new release is to extend CTERA into additional use cases. For example, its
gateways can now be used as an enterprise file-sync-and-share appliance with much larger
datasets, including directories, across global environments with common Active Directory
permissions – allowing users to selectively store the right data on their desktops and sharing up to
16TB on local gateways. The gateways can now also be used for software and content distribution.

Competition

When CTERA first launched in 2009, it was grouped with suppliers of cloud storage gateways that
also functioned as relatively inexpensive on-premises appliance replacements. At that time, rivals
included vendors such as StorSimple, TwinStrata, Riverbed, Nasuni and Panzura. However, that
market has changed substantially over the last few years. For one, some of the vendors have been
acquired by giants (e.g., StorSimple by Microsoft and this year, TwinStrata by EMC, and NetApp
recently acquired Riverbed's SteelStore cloud storage gateway business. In addition, cloud storage
gateway/controller vendors such as Nasuni and Panzura are now focused largely on collaboration
use cases that require technologies such as global namespaces and file locking, an area that CTERA
does not play in.

Unlike the other gateway vendors, CTERA had developed its own data-protection software,
introduced in late 2010 – primarily for endpoint data protection – and integrated that with its cloud
storage gateways. As such, CTERA can be categorized as a hybrid cloud backup/recovery vendor.
And, like some of the hybrid cloud backup vendors, CTERA has file-synchronization-and-sharing
software (introduced in late 2011), although, unlike most of those vendors, CTERA does not use its
own cloud repository for backup data. However, it does compete with traditional NAS vendors such
as NetApp in instances where its gateways are used as NAS appliance replacements, although this
is mostly in remote-office scenarios where customers need to funnel data to remote clouds or
object storage platforms for centralized-storage use cases.

In data protection, CTERA's strengths lie in endpoint data protection rather than enterprise server
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backup. As such, the company competes with endpoint backup/recovery specialists such as Druva,
Code 42 Software, Asigra, Mozy (EMC), Infrascale (formerly SOS Online Backup) and other backup
vendors with strengths in cloud connectivity. This includes hybrid cloud backup vendors such as
Datto, Barracuda Networks, Axcient and Unitrends, as well as leaders in on-premises data
protection such Symantec (Backup Exec) and CommVault.

In enterprise file sync and share, CTERA locks horns with more than a dozen vendors, including
leaders such as Dropbox, Microsoft (OneDrive), Box, Citrix and EMC's Syncplicity. In this context,
CTERA also competes directly with vendors that combine backup/recovery and file sync/share,
including Druva, Code 42, Barracuda, Mozy, Carbonite, CommVault and EMC.

CTERA's overriding differentiator vs. all competitors lies in its combination of cloud storage
gateways, backup/recovery and file sync/share services that are united under a cloud platform that
can be implemented in a variety of public/private clouds and object storage systems.

SWOT Analysis

Strengths    Weaknesses
The combination of cloud storage gateways,
backup/recovery and file sync/share is a differentiator vs.
most potential competitors. CTERA has proven traction
with a growing number of enterprises and service
providers.

   

CTERA is still a relatively small player and lacks
broader market awareness. Some go-to-market
partnerships would help on this front.

Opportunities    Threats
Partnering with third-party vendors in adjacent mobility
disciplines could expand the company's reach. Examples:
mobile device management, antivirus software and
e-discovery/compliance.

   
Due to its expansion beyond cloud storage
gateways, the relatively small CTERA has loads of
much larger competitors in the data-protection
and file sync/share/collaboration arenas.
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