
CTERA ENTERPRISE FILE 
SERVICES FOR CISCO 5000 
SERIES ENCS
Enterprise branch o�ces can now extend their Cisco 
appliances to deliver smart file caching technology, 
hybrid cloud backup, local file sharing (NAS), 
cross-site collaboration, and more - with no need for 
separate hardware or software.
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The modernization of corporate file services is a priority for enterprises as they embark on digital 
transformation initiatives. However, while modern cloud services can enable greater levels of employee 
productivity and TCO reduction, they also pose significant data security and residency risks, as well as 
performance and availability challenges.

CTERA and Cisco partner to provide edge-to-cloud file services with real-time caching, sync, disaster 
recovery and more. Embedded as a Virtualized Network Function (VNF) running on Cisco's NFV Infrastructure 
Service for the Cisco 5000 Enterprise Network Compute System (ENCS) appliance line, the CTERA 
storage-as-a-service platform delivers infinite file storage, hybrid cloud backup, disaster recovery, and 
cross-site collaboration capabilities. The CTERA solution allows enterprises to deploy cloud-based storage 
services in a WAN-optimized, cost-e�ective package that is easy to manage, monitor, and troubleshoot.

Comprehensive, Optimized, Secure and Centrally Managed
The CTERA Edge Filer virtual appliance is installable on the Cisco 5400 ENCS, creating an intelligent branch 
and remote o�ce appliance that combines network computing services with a complete suite of enterprise 
file services, including file storage and collaboration, backup and disaster recovery, and smart real-time 
caching and sync. With CTERA, the Cisco 5400 ENCS becomes a cloud-enabled branch-in-a-box connectivity 
and data solution that enables dramatic ROBO infrastructure consolidation and increased ease of 
management and savings – all while delivering better data access options than traditional ROBO IT storage 
silos of data.

With no additional software required, CTERA’s solution allows o�ce workers to securely access, share and 
protect an unlimited number of files in the cloud as if they were stored locally. The appliance also o�ers 
backup for servers, laptops and desktops for files and “bare metal.” Files and backups are sent to the cloud 
according to the customer’s policy using AES-256 encryption, compression, de-duplication, bandwidth 
control, and dynamic quality-of-service.

Users can access their files from anywhere, using a browser or apps for mobile platforms including iPad, 
iPhone and Android. Additionally, users can share files ad-hoc and in project teams, synchronize folders 
between multiple devices and synchronize the cloud.

The solution is centrally managed with CTERA Portal, with template-based management of backup policies, 
local storage and caching sizing, remote software upgrades and real-time monitoring and alerting.

ALL-IN-ONE EDGE APPLIANCES FOR BRANCH OFFICE 
NETWORK COMPUTING AND FILE SERVICES
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Key Benefits
Simplify branch infrastructure 
by consolidating applications 
into a single device 

Save on the cost of onsite 
visits, utility bills, and hardware 
support 

Automated, WAN-optimized 
data protection for laptops, 
servers and desktops

Secure data against loss due to 
local disasters with cloud 
backup

Centrally manage branch and 
remote o�ce storage and data 
protection policies

CTERA NFV Features
Unlimited file capacity via smart 
caching technology

Full-featured NAS with RAID 
0/1, resizable logical volumes, 
storage quotas

Supports CIFS, NFS, AFP, iSCSI, 
WebDAV, rsync and FTP 
protocols

Automated incremental cloud 
backup with global block-level 
de-duplication 

Backup sets by path, size, type

Active Directory integration

256-bit AES encryption of 
outbound data

Dynamic QoS and bandwidth 
throttling managed by the ISR

Full remote management via 
Web UI
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Servers

Mobile Devices

PCs/Laptops
CTERA Portal Cisco

5400 ENCS

Private Cloud

Public Cloud

CTERA Agents
Unlimited file access to a global 
namespace

Secure laptop backup and 
cloud folder synchronization

File-level and “bare metal” 
backup

Microsoft Exchange, SQL Server 
and Active Directory backup

CTERA Mobile Apps
Secure access to files in the 
cloud and easy file sharing for 
Apple iOS & Android

Management Portal

Service plan creation and 
provisioning

Template-based management 
of remote CTERA virtual 
appliances and agents

Real-time monitoring, logging, 
alerting

Active Directory “forests” 
integration

Replication, HA and load 
balancing

Integration with multiple 
object-storage and public cloud 
storage platforms, including 
IBM Cloud/COS, Dell EMC ECS, 
AWS, Azure, HPE/Scality, 
NetApp StorageGRID, and more

Requirements
Cisco 5400 ENCS series 
hardware; NFVIS hypervisor

CTERA Embedded File Services for Cisco 5400 ENCS
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