
CTERA PRESENTS A STUDY ON THE STATE OF ENTERPRISE 
CLOUD DATA PROTECTION



he emergence and tremendous growth of cloud computing in the enterprise is taking IT 
environments to uncharted territory, where unprecedented efficiency and cost benefits battle with new 
challenges around privacy, security, and the data protection and availability of critical business data. 

 Like most IT evolutions, there will be winners and losers. The key to victory in this “Game of Clouds” 
lies in the alignment of an organization’s data protection strategies with its business goals. 

With its inaugural cloud backup survey, CTERA set out to analyze the trends driving the cloud backup market 
by examining the various approaches to data protection in organizations of all sizes, geographies and industries. 
The report analyzes the benefits and drawbacks of various backup strategies, as well as key considerations for 
organizations moving to the cloud. The report also includes CTERA’s data protection perspective, based on 
deployment experience with global customers, from the Fortune 500 to federal government agencies.



PERCENTAGE OF ENTERPRISE

APPLICATIONS DEPLOYED IN THE CLOUD

Percent of applications 
deployed in the cloud

MASS MIGRATION TO THE 
CLOUD  
The cloud has become the enterprise’s choice for IT efficiency, cost savings, scalability 
and flexibility. On average, 40 percent of all organizations' applications are deployed 
in the cloud, a number expected to grow by an additional 30 percent in the next 12 
months. More than two-thirds (67 percent) of survey respondents report that their 
organization deploys more than 25 percent of its applications in the cloud.
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HYBRID CLOUD
Enterprise momentum around the cloud has grown to 
incorporate “all-in” cloud deployments in which organizations 
run their businesses entirely from the cloud. But cloud adoption 
has been driven by organizations embracing a hybrid approach 
that leverages both on-premises and cloud services. Fifty-four 
percent of organizations operate hybrid cloud environments, 
where a robust backup strategy is also critical.

Hybrid cloud environments are often paired with hybrid backup 
architectures, in which on-premises backup appliances replicate 
data to the cloud for a two-tiered data protection platform. This 
enables organizations to manage local and cloud-based backups 
or recent and older files in the manner of their choosing. For 
distributed enterprises with dozens or even thousands of offices, 
hybrid backup is ideal because local users can store and retrieve 
backups at LAN speeds even when the WAN connection to the 
cloud platform is interrupted.
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A hybrid backup solution with versioning controls offers an ideal solution to the rising 
amount of malware in the enterprise, and in particular, ransomware. Ransomware 
victims reported total costs from such attacks of $209 million in Q1 of 2016 alone, 
according to the Federal Bureau of Investigation (FBI), up dramatically from $24 
million for all of 2015. The FBI has outlined several tips for dealing with ransomware, 
including the fortification of business continuity processes through regular data 
backup. By regularly backing up files, organizations create any number of file versions 
through which administrators and/or users can roll back to in the event of locked or 
lost files.

And now, as more enterprise applications move to the cloud, 
business continuity concerns remain. According to the survey 
results, security (80 percent of respondents) and data protection 
and availability (71 percent of respondents) are the two biggest 
challenges of moving to the cloud. Almost four in ten (39 
percent) organizations claim that ensuring business continuity is 
the biggest priority in backing up and protecting applications and 
data running in the cloud.

BACKUP AND RECOVERY FOR 
BUSINESS CONTINUITY
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STRATEGIES FOR PROTECTING 
CLOUD-BASED APPLICATIONS 
Organizational priorities for backing up cloud-based applications are understandably 
similar to the priorities for keeping on-premises data and applications available and 
secure. If the cloud goes down, business operations cannot come to a standstill.

But what’s clear from the survey data is that organizations are not as concerned 
with backing up cloud-based applications as they are on-premises applications. 
Nearly two-thirds (66 percent) strongly or somewhat agree that when compared 
to on-premises applications, there is less focus on backing up applications in the
cloud due to its perceived inherent resilience. 

MULTI-TENANCY
With organizations citing security as the biggest challenge when moving to the cloud, it is important to understand how a multi-tenant strategy for 
managing applications and data in the cloud helps solve security issues. Here are three keys to guide your strategy when ensuring security across various 
business units and personnel:

If business departments within your organization require confidentiality from one another, ensure your platform has 
multi-tenant capabilities that can keep their data entirely separate and private.

Choose a backup platform that enables isolation of application backup files with unique encryption keys to ensure data 
cannot be recovered to the wrong administrator.

Ensure your platform enables departmental administrators to manage the overall platform, but prevents them from 
accessing sensitive tenant or business unit data.

Statement: Compared to on-premises applications, there is less 
focus on backing up applications in the cloud.
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CONTROL YOUR 
IN-CLOUD BACKUP 
DESTINY
Sixty-two percent of all enterprises say they rely on the 
cloud provider to back up applications running on their 
platform. It is clear these organizations have faith in the 
perceived inherent resilience of their cloud providers, but 
they should be wary of relying on a third party to serve as 
both a platform to run applications and to maintain the 
only backups of those applications.

Furthermore, 28 percent of organizations rely on 
traditional backup tools that are not intended for cloud 
scale, cannot protect failure outside of an availability zone 
or across cloud vendors, and do not natively support 
object storage, requiring gateways and added costs. Cloud 
application backup using legacy backup tools is a strategy 
that’s bound to cause heartburn for IT in the form of 
labor-intensive management and escalating costs.



A QUICK NOTE ON CLOUD PROVIDER 
SLAs AND ASSOCIATED RISK
Most major cloud providers have strict guidelines on how their cloud systems must be architected in order for 
SLAs to apply. For instance, some providers require organizations to run applications across two availability 
zones. If both zones go down, the SLA applies. If not, it’s the enterprise’s problem. In addition, most outages 
need to last more than five minutes for the SLA to apply, and include a cap on what the provider will reimburse 
the organization in the event of a disruption. 

The point is that organizations need to read SLAs carefully and take steps to ensure their applications and data 
residing in the cloud are backed up and protected. Simply “letting the cloud provider handle it” is a risky 
strategy and can get expensive quickly. 
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IN-CLOUD DATA

PROTECTION CHALLENGES

RE-THINKING IN-CLOUD DATA PROTECTION
The most effective enterprise strategies start from the ground up and data protection in the cloud is no different. With more 
than a third of organizations (36 percent) reporting that the loss of data in the cloud would be worse than their data center 
crashing and 14 percent claiming it would get them fired, the need to get your organization’s cloud strategy right the first time
is imperative. 

As organizations move to the cloud applications layer, their server and their applications models change in turn. So why maintain 
legacy backup strategies that aren’t designed for cloud-based deployments?



ENTERPRISE-GRADE 
BACKUP AS A 
SERVICE
To improve operational efficiencies around cloud server data 
protection, IT and CloudOps organizations are demanding 
more advanced solutions that provide superior economics by 
providing file and application-level backup granularity and 
global deduplication to eliminate backup capacity sprawl. 
Emerging enterprise-grade “backup as a service” delivery 
platforms enable IT to protect data within and across 
clouds. For instance, organizations can backup their cloud 
applications to their own private cloud data center, or to 
another public cloud provider like Amazon Web Services or 
Microsoft Azure.



FINDING THE RIGHT CLOUD STRATEGY FOR YOUR 
ORGANIZATION
The cloud has become a widely used resource for enterprise IT, both as a data protection target and increasingly as a compute engine for business 
applications. The ability to spin up any number of virtual servers for any number of jobs is an enticing proposition for enterprises, and they seek 
the same type of automation and flexibility when protecting those applications and data residing in the cloud. 

When defining your data protection strategy, it is important to understand the differences (and limitations) between the various data protection 
tools available to you. It’s also critical to recognize potential holes in your plan, such as relying solely on your cloud infrastructure provider to 
protect your in-cloud applications. By devising a strategy that takes a comprehensive view of your backup/recovery needs for both on-premises 
and in-cloud applications, and ensuring that everything maps to your operational requirements, your organization can emerge victorious in 
today’s Game of Clouds.
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METHODOLOGY
The 2016 Enterprise Cloud Backup Study is based on an online, quantitative market research study commissioned by CTERA and conducted by 
independent research firm Vanson Bourne in March 2016. Respondents included 400 IT decision makers and IT specialists in organizations using the 
cloud for application deployment at U.S., German and French organizations. Respondents came from organizations of all sizes and a variety of 
industries, including financial services, retail, utilities, government and life sciences, to name a few. 

ABOUT CTERA
CTERA enables enterprise IT to provide secure file services from any cloud.  Trusted by the Fortune 100 and leading service providers, the CTERA 
Enterprise File Services Platform is a private cloud IT-as-a-Service platform for storing, syncing, sharing, protecting and governing data across 
endpoints, remote offices and servers. To learn more, visit www.ctera.com.


